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About a device

The basis of every RMM tool
is what it can do with a
device. Find out what the

product offers in this regard.
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Organizing devices

Managing one device is fun.
Managing more is a work.
When there are multiple
heterogeneous device
groups and setups it gets
trickier. How to handle this?
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A lot of devices

And sometimes there are a
LOT of devices. How many
can be processed in on-
premise version and on
which hardware?
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Describing v.0.8.2

» @ Dashboard

B Devices

A Alerts

oS  Tunnels
SW Manager
Agent Profiles
Changes Tracker
£ Monitoring Groups
W  Labels
& system

Help

i About

Global

Monitoring Groups:

Free #

59600

Remains

Name: All devices

Name: backbone

Freshness

@ Online

o  Delayed

0 Late

Freshness

° Online

0  Delayed

P Late

Days left

Remains

Sync Status

@ Synced

0 Pending

0 Error

Sync Status

e Synced

0 Pending

0 Error

‘ System Status

| Download

Tunnels Groups

Defined Good

Alerts

° Active

o Past+nv

0 Raised

Alerts

o Active

0 Past+inv

0 ' Raised

The Dashboard, showing system status and monitoring groups

Dwarfguard is:

* Remote Monitoring and Management software

* High-performing on-premise and Saa$ solution

* RMM System supporting following device types:
* Advantech Industrial cellular routers (ICR OS)
* Teltonika industrial cellular routers (RUTOS)

* Linux servers and desktops

* OpenWRT devices
* Addressing many common use-cases like:
* Inspection of device data and changes

* Configuration cloning
» Tested to handle tens of thousands devices
* Being actively developed and supported
* Admin friendly - videos, bundled documentation

Product pages: www.dwarfguard.com

Manufacturer pages: www.dwarftech.cz
Request Demo: www.dwarftech.cz/request-demo

Problem detection and identification
Alert definition and notification
Effective organization of devices
Devices firmware management
Device Web interface remote access

R


https://fossil.dwarftech.cz/mamaswiki/wiki?name=Guides
https://www.dwarfguard.com
https://www.dwarftech.cz
https://www.dwarftech.cz/request-demo
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/release_082
https://dg.dwarftech.cz/paper

About a device

Device details

Each device provides its metrics.
Actual values are shown on Device Details

It contains among others:

MEM, CPU load, # of running processes

voltage, temperature, signal strength

uptime, data age class, FW version
network interface list
access to FW flashing, labels, hostname

Device detail

Name: None

Devid: zTUD ([

Status: Synced

Type: Advantech router

Data age: 5 minutes

Missed contacts: 0 missed contacts

Current OS/FW version: 6.3.5 (NO specific)

Agent Profile:
DEFAULT v

Monitoring Groups:
Select Monitoring groups

backbone | truck fleet

Statistics

Uptime: 2 days, 06:25:49
Memory Total: 497.49MB

Memory Available: 469.18MB
Runniny g Processes 53

Root Disk Space Available: 45.60MB
Load Average 1 minute: 0

Load Average 5 minute: 0.01

Load Average 15 minute: 0

Last Reboot: 08.11.2023 12:11:40
Reboot Counter: 1 times

Voltage: 12V

Temperature: 50°C

Signal strength: -83 dBm

Signal quality: 10 dB

=%

&b B e

o € o &

History data

Below metrics, history data are provided:

» Availability, temperature

e [n/Out traffic

* Signal strength, reboot counter

Webtunnel

Setting up webtunnel allows accessing
device web interface via Dwarfguard

o8 List of Web Tunnels [

& Auto Refresh

https://serverurl/webtunnel/ux9bzpebge8d58wb/

SmartFlex LTE Router

SIM Card : st
1P Address + Unassigned
TPV6 Address i Unassigned
State + 0ffline

»More Information «

© 192.168.11.23 / 255.255.255.0
: Unassigned

: 00:0A:14:85:76:E8

: 2407 KB

: 4304 KB

: Unassigned

Mobile Connection

ETHO

ETHL

Name Status Operati Waiting Time Actions. : Unassigne
Devic Name Any |x Ay
1 FUSY None Ready NONE P
o i [ . —
4 Nothssigned Non p NoKE e
5 Not Assigned Non Fr NONE ll);‘ 9
- Agent Profile List
Agent Profiles
. Search:
To control how often does a device
g 1 to 3 of 3 entries
t b k t th Small Fail D
report back to the server. ST FURY PSR PSRRI | PSR ) P e o
Name |x [Ping |« [Regulr |= [Debug | [Fallback |= [smallCycl]x [Fail Toleranc] x
Profiles can be mass-assighed and N : : O
1 1 H 1 1 2 FASTEST 4 60 4 60 1 0 5 2
profile definition is customizable.
3 SLOWEST 600 86400 3600 600 100 100 27 # Ed
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Organizing devices

Monitoring groups

* Device may be assigned to multiple
Monitoring Groups

» Custom alerts per group supported

* All groups present on Dashboard,
showing status, delays shortcuts

* "All devices" system group for alerts
over all devices

Name: backbone

Freshness Sync Status Alerts
° Online ° Synced 1 Active
° 0 Delayed 0 Pending 0 Past+inv
0 Late 0 Error o Raised
Name: truck fleet Freshness Sync Status Alerts
° online e Synced o Active
o o  Delayed 0 Pending 0 Past+inv
£y Late 0 Error 0 Raised
Name: manuf1 Freshness Sync Status Alerts
s Online ° Synced o Active
° 0  Delayed 0 Pending 0 Past+inv
2 Late 0 Error 0 Raised

Global Free # Days left Tunnels Groups
Remains Remains Defined Bad
Groups
Warnings:

‘Some groups have late devices, synchronization errors or triggered alerts. See red groups below.

Monitoring Groups:

Name: All devices Freshness

Sync Status Alerts
Qo @ s 3) Active
@ tae o Qe

Alerts:

Triggered Alerts:

1. Late device for monitoring group: All devices for devices: List All (VVYF )

Root-cause identification

* Group alerts defined like:
» Alert when at least X devices in group Y

match condition...

* Easy and fast ID of problem from Dashboard

» affected group changes color

« direct link to devices triggering alert
e Past alerts to never miss raised alert

Other organizational techniques

Naming, Labels, Filtering and Search

* name your devices + text search
define labels and filter using them

sort OR filter by metric value

custom text notes fields available
customize Devices table adding metrics

5 Registered Devices [

9110

O oed am Tee 05 Vemion  Labels
Devid + [Name By ) (A

O vk gateway 625 am

o w 4 flex 635

O oo conedest as -

O eexc 50 634 o

O ovs 2 634 @m

O cov None

O Dpops

O o 7

o ey Linoxbox

s

Search

L o woorns s | @ s oo rveson§ 0 sancorrgrote B v ot o

=F

[ EZ8 o
® Data Change Log [
8
A 2 Refresh
P4
o W Mec  Dewcetd  DeviceName vawe ., created
&
« Vet
E
©
»
o
fe
fe
mperat flex 03032023, 121302
52 Temperaure o 3-flex 7 03032023, 122126
19 Temperature 2-sart as 02032023, 0925:44
2 Temperauwre © a1 as 03.03:2023,03509
l’_'/_c ’ N
0.8.2 X
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Changes Tracker

* allows searching for peaks/depths

* e.g. highest reported temperature
* allow comparison on additional metrics

* e.g. device with highest reboot counter
* helps finding date of value change

* e.g. show changes for Firmware version
* offers limiting time span of the inspection
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A lot of devices

Firmware Management
* Automatic/manual FW download Mass deploy
* Approve versions you want to distribute
* Assign individually or use mass action
» Keeps device on desired version

» automatic+parallel
agent installation
* just prepare addresses

List of OS and firmware versions and de S/keyS
e can reach behind
firewall (may execute from
Shoving 10 4 of 4 entries (filtered from 8 total entries) a N B )
Id A 0sType Version Available Approved
|IcROS v|x |Any v x |Any v|x [Any v x © pOSSIb|e fOI"
4 ICROS 6.2.0 v Yes O NO .
6 ICROS 6.2.5 v Yes O NO ° on-premlse
7 ICROS 635 v Yes V. YES . SaaS
8 ICROS 6.3.4 v Yes Y. YES
Show| 50 # entries

Availability

Saa$S
e Partners
* Dwarf Technologies
* limited

Mass Actions
» Assign Labels, groups or Agent Profiles
» Set desired FW version (Advantech)
* Clone configuration (Advantech)
Partner/DT Hosted

1st step: select devices
* on request

= Registered Devices

Cloud
* Customer owned
‘ * Amazon EC2
= e e e - e—" * on-request

6:5

63.5
--
CROS 63.

On-premise reqs
e Debian GNU/Linux 11/12
* 1 GiB disk space
e 512 MiB RAM (min)
e 1 CPU-core (min)
* See perftest protocols
 Tested for 40000

Assi

2nd step: choose action

£ Add to Monitoring group W Assign Labels [l B Assign Fw Version Jll % Assign Config Profile [l B Assign Agent Profile |l X Remove Config Profile

3rd step: see notification for success/failed devices devices
o= o P ifo * no Internet: possible
— ver: fully assigned to the devices:
@ Showing g 1109 of 9 entries x
B [0 Devid ‘Name Type os Version Label: Cloned from Sync Status ’ = =
a [Devia N (A )« (@ [« [Any v« [Any ]« (@Y [any ) DIStI"IbUtOI"S
3 0 vzsx gateway ter ICROS 6.25  critical |
0O Rrzw 4 - fle ICROS 635
& O pvop lonedest ICROS 635 [rooper |
e O pexc 3 - i ICROS 63.4 [cione src ]
» O oves 2 - start er  ICROS, 634 [ione src ]
@ O G6evF Ne
O DpopB N Linux be
O DABD None 0OpenWRT box ail
i O crru server Linux box EE 420 @Synced  ®Omisssdcomacts
g

o Monitoringgroup ]| Assign Laels ]| B Assion F Verson 8 Assgn Conig Prfie | X Remove i Prfe
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Dwarfguard Resources

% Dwarfguard = O Systemstatus L Download Agents
@  Dashboard Dwarfguard Resources compendium
B Devices

Below is a list of various frequently visited topics and links to other resources relevant to Dwarfguard and concerning effective handling of your devices.

o e In-A Hel
-
If you are looking for the Dwarfguard introduction to guide you during first steps of setting up and using Dwarfguard, please follow to the Dwarfguard Overview n p p e p

“

&

oS  Tunnels
W How to ... bundled documentation
* Covers all main topics
Agent Profiles « Setup slack/e-mail notification
« Connect device to Dwarfguard
Changes Tracker - Define an aler e Howtos on common use-cases
« Do basic devices operations - details, naming, searching
Monitoring Groups - Use Agent Profiles to specify frequency of device to server updates. . .
« Update dev OS/Firmw .A bl th tl t t
B syl ccessible without Interne
« Configure device and setup cloning . .
* With Internet - further pointers
How to ... online video links
Help
i About « Dwarfguard version 0.8 showcase video - a tour showing some of what Dwarfguard can do

+ How to add device (of any supported type) to Dwarfguard
+ How to effectively organize your devices

+ How to use, manage and define alerts

+ Changes Tracker usage

+ Using Agent Profiles

+ How to use Automatic Agent Deployment tool

+ Flashing device firmware and FW management (ICR 0S for Advantech cellular routers)
+ What is Webtunnel good for and how to use it?

+ How to exchange Dwarfguard license

+ Whatis Configuration Cloning good for (and not) (Advantech cellular routers)

« How to setup notifications

Further Pointers Competetive advantages

* Video Guides * Made by experts with domain knowledge
* Documentation * Quality, stability, performace

* Administrator's Notes (for On-Prem, * Customizations possible

Cloud) * Flexibility (Saa$S, on-prem)

* Troubleshooting Growing product

s Performance tests
1D / Environment — |§t_ab-2-2 et ab-4-2 /| C2 [Stab-8-2 C3  [Stab-16-2 C4|Stab-16-2 H1) -4-48 HO
IDevices 1000@ 3000 10000 30000 30000 3000]

[Emulator thread: 2| 4 8 16| 16| . . .
Test specs Set T / mintes = @i o 1z_oi  — e Every Minor + Major version
Set loop time / sec 200| 20 200| 200 200| 20
CPU 2 4 8| 8| g
HW specs ?AM?DMITQS 51 1024 204% 4096| 32768 1638: [ Sta b|||ty + perf test
|Available MiB OS 296.0( 783.0 1800.00| 3800.00| 30000.00‘ 14000.0(
Pre-test Used MiB OS 215| 24 226| 217 608| 79 .
B 44 a4 4 44 49 49 °
- ad s 7 e —1 o —— % Test protocol available
246 336| 617| 1300 1800 883 .
Post-test 57| ﬁi 186| 415| 395 88| L] -
es 57 = 05_{1] s 0% - v0.8.0 - up to 40k devices
load 15 / 0.07] 0.08| 0.13 0.15] 0.1 0.1 .
e ——— j 19 « test results for 30k devices:

34001 9900 320000 930000, 930000] 2307000
5.0 15.00 50.00 150.00 150.00 15.0
[Rough avg regs/sec (3] 2.6/ 13.56) 44.08 126.48] 12522 13.3 ° C PU 1 core I oa d . 1 5 %
Data ERR/retries 3 "
Crashes

ENTor Reboots ° RAM Used: 6 %

Results Log entries 1
g entries Vg

CEG profile| Mid-air profile| Mid-air profile| .
Log analysis synd il colision] profilel L Invalid ID ™ jjicion ° C ore-i 7 8 core 3 2 G RA M
IRSS increase MiB il 31 142| 371 34t =
RSS increase % 29.5! 70.45| 322.73 843.18) 706.12) 79.5¢

31
[Total time: 7302 7301 7260| 7353I 7427 173013
Real Loop time/sec (1)) 1 22 227 237 4 22t
Test numbers |Estimated data-pushe?| 3600 108000 360000 1080000] maoooﬁ 2592000 ° Xe on E - 2 2 5 O 8 core 4 G RA M
Performed Pushes
Estim, Avg regs/sec

© { MiB per device 0.01 0.010] 0.014] 0.01: 0.012] 0.01: ° . o)
RAM utilization % 48.0! 32.81] 11.0¢ 5.3 1.8 4.82| C PU 1 Co re | Oa d . 1 O A)
ax safe # of devs 2081 9143 90619| 56626 1616842 6221 o
RAM utilization note reasonable| okl perfect (low)| perfect (low)| perfect (low)| perfect (low) Y d .
Summary [CPU utilization note erfect (low) erfect (low) erfect (low)| perfect (loy erfect (low)| perfect (low) RAM u s e . 2 A)
erdict PASSI PASSEI P, P/ P PASSI

Coming Soon
Custom agent profiles
Alert exceptions
Device SW package management (Advantech)
PUSH install from Ul
Direct device WAN IP access
Cellular data usage overview
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