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Describing v. 2.0 "Keeper"

Inside

About a device

Devices are the basis of a
RMM tool. What types are
supported? What can be
done?
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Organizing devices

Managing one device is fun.

Managing more is work.
How to effectively organize
many devices?

How to get notified about
problem and find the cause
quickly?

Searching/filtering on
customized view.
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Managing devices

Controlling device behavior.
Managing firmware.
Applying mass actions.
Configuration profiles.
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Data: view+customize

Analyzing devices data,
changes, extremes.
Providing custom data from
devices supporting alerting,
searching, filtering?
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Resources

On-premise requirements,
resources links,
performance. What makes
Dwarfguard stand out?
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» @ Dashboard Global Free # Days left Tunnels Groups

B Devices
W @ 9 e
A Alerts

o2 Tumnels Remains Remains Defined Good

SW Manager

Agent Profiles Monitoring Groups:
Changes Tracker

£ Monitoring Groups Name: All devices Freshness Sync Status Alerts

Online Synced Active

W  Labels @ @ . e

o o Delayed o Pending 0 Past+inv
System

0 Late 0 Error 0 Raised
Help

i About

Name: backbone Freshness Sync Status Alerts

° Online ° Synced o Active
0 Delayed 0 Pending 0 Past+inv

P Late 0 Error 0 ' Raised

The Dashboard, showing system status and monitoring groups

Dwarfguard is:

* Remote Monitoring and Management software
* High-performing on-premise/cloud solution
* RMM System supporting multiple device types:
* Advantech Industrial cellular routers (ICR OS)
* Teltonika industrial cellular routers (RUTOS)
* CS-Tech gateways (CS-Tech Linux)
* Linux servers and desktops
* OpenWRT devices
* Addressing many common use-cases like:
* Monitoring, visualizing and inspecting device data
» Tracking changes, identifying extremes/deviations
Effective organization of devices
Devices firmware management
Custom Alerts definition, notification
Data export (FluxDB, Grafana)
* Extensibility by custom scripts
* Open to custom development (new device types, features)
* Tested for up to 60000 devices
* Admin friendly - videos, bundled documentation
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Product pages: www.dwarfguard.com

Manufacturer pages: www.dwarftech.cz —\_‘.G\

Request Demo: www.dwarftech.cz/request-demo
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About a device

Device modes and types

+ Agent-based: monitoring and management ADMNTECH &reLTonika
(supported device types) S —
¢ SNMP access: monitoring only (5, TECH C) Openwrt

* Mass-install devices: Automated Agent Deployment

Device detail Statistics

Device details .

SNMP Nam routx2 emory Tota 498.02 MB

Device ID: IS & Downioad preset agent

Each device provides its metrics. g3

Type Advantech router Root Disk Space Avallable:  46.41 MB

Actual values are shown on Device Details T

6.3.0 (NO specif erage 15 minute 0.08

470.76 MB

03.04.2026 15:04:59

1 times

It contains among others: -

39 °c

« MEM, CPU load, # of running processes B
voltage, temperature, signal strength — e -
uptime, data age class, FW version .3
network interface list PP = - |

access to FW flashing, labels, hostname cont proie o oo - (D

[ backbone | critical | List of Packages

History data

History data

IIH H Shows aggregated statistics for:

* Availability, temperature, memory
* In/Out traffic
2 !! * Signal strength, reboot counter

Web and SSH Tunnel St LTE Route

Allows accessing device through Dwarfguard.
Acess device Web pages or SSH console.

+ 8 root@localhost:8326

o8 List of Tunnels @

: SPECTRE-v3-LTE

ol » More Information «

Showing 1 to 9 of 9 entrie Firmware Version : 6.3.0 (2021-05-07)
Serial Number : 6205265
4 1d Device Name Status Operation Type  Actions " fress : N/A
s Unassigl :
Device x | [Name « Cye)« @y « | @D~ i hclhooress : Standard
RTC Battery : 0k
1 PGXS troutl Read NONE Web ¥ Connec @ shutdown
o o © i ort 1 a Supply Voltage : 11.9 V
2 Not Assigned None Free NONE Web - U Temperature : 39 &
3 NotAssigned None Free NONE Web @AY Weer 9 8
inary In Memory Usage 1 29956 KB / 509972 KB
4 Not Assigned None Free NONE Web - inary Inpu Time : 2026-04-08 07:02:15
. inary Outpu
5 Not Assigned None Free NONE EETR o - | Upi‘"‘e : 4 days, 17 hours, 24 minutes
#
6 NotAssigned  None Free NONE SsH RO T of

/-_V“-Q etrlense S DWARF TECHNOLOSIES page 2
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Organizing devices

Name: All devices

Monitoring groups e

* Device can be in multiple Monitoring Groups e backbone
» Custom alerts per group (or device)

 All groups present on Dashboard, showing °
status and clickable breakdown

» Automatic system group "All devices" for
alerts over all devices

Name: critical

Freshness

@ Online

0  Delayed

0 Late

Freshness

o Online

0 Delayed

0 Late

Freshness

° Online

0 Delayed

0 Late

Sync Status

@ Synced

0 Pending

0 Error

Sync Status

° Synced

0 Pending

0 Error

Sync Status

e Synced

0 Pending

9  Error

Alerts

4 Active

1 Past+inv

° Raised

Alerts

o Active

0  Past+inv

O Raised

Alerts

° Active

0  Past+inv

0  Raised

Root-cause identification

* Group alerts defined like:

* Alert when at least X devs
in group Y match condition
* Easy and fast ID of problem - Dashboard
T — » affected group changes color
* direct link to devices triggering alert

Global Free # Days left Tunnels Groups
Remains Remains Defined Bad
Groups
Warnings:

Some groups have late devices, synchronization errors or triggered alerts. See red groups below.

Name: All devices Freshness Sync Status Alerts

e Past alerts to review

@Online @Synced 4 Active
@ ) veived B rending ) pastiiny * Notifications on e-mail and slack

0 Late 0 Error °Rawsed

Triggered Alerts:

1. Device too hot for monitoring group: All devices for devices: List All ( AFDA , ASBV , OGAG , RZUZ , SARP, SPZD , TAGS , TTZZ , XABU , XXDT )

2. Device with no/low rootFS space for monitoring group: All devices for devices: List All ( AUOC , FVRD , GDFD , OPOF , PVBD , RCGO , SPVP, TRTD , UTVR , VTPO , XZSO ,

ZBRB)

Past Alerts:

1. Critical device late for monitoring group: All devices for devices: List All ( CAFR , 0TZZ , RZZG , SPZD , VBVT , XVPR ) (Clear counter)

5 slack

Devices table , ,
B2 Registered Devices

e devices overview
» Export & Refres|

e C UStO miza b I e COI U m ns Showing 1 to 6 of 6 entries (filtered from 121 total entries)
supports text search O pevid ) Has Type

Model

os

. Monitoring
Version

Search

Freshness A

* name, note, DevID bevis « - | -

SUppOI’tS ﬁlter ] AzGx Columbus A2 Advantech
* on any selectable column D) azvc Coumbus 2 | Advartech
* type, group, label, ... O ozvm Honoluly Advantech

SUppOI’tS SOFting On [J GDFD luminous CS-Tech
any numeric metric -

ctions
Groups
(Any v]x [Aany  v]x [Any  v|x [any v]x [(any v x
LR77-v2 ICR 0S 6.3.6 [l devices | ® 0 missed contacts @ Detail ~
router Foscivone critical
SPECTRE-V3-LTE  ICR OS 6.3.6 [l devices] ® 0 missed contacts @ Detail ~
router [backbone critical]
SPECTRE-v3- ICR 0S5 6.3.9 [ A1l devices ] ® 0 missed contacts @ Detail ~
router LTE-US
777777777777 CSG-3xx Cs-Tech 1.0.0 [Anl devices [ critical ] @ 0 missed contacts @ Detail ~
gateway Linux
UFAT bluel Teltonika router  RUTX50 RUtOS 00.07.06.3 [ A1l devices ] ® 0 missed contacts @ Detail ~
[ UuFvD blue2 Teltonika router ~ RUT955 RutOs 00.06.09.4 <

allows downloading CSV
offers mass actions

50 ¢ | entries per page

|////
B
I

v

/\—V/\/\A_\/ last-release

www.dwarfguard.com www.dwarftech.cz
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® 0 missed contacts @ Detail
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Managing devices

B Agent Profile List @

Agent Profiles

Showing 1 to 5 of 5 entries
414 Name Ping  Regwar  bebug  Fambsc  SmAl el pedces » To control how often does a device
Name  |x [ping |x [Reguiar |x [pebug |x [rallback |x [smailcycl|x [Fail Toerancd x sends data to the server.
1 DEFAULT 10 260 10 60 5 5 121 ° NEW pr0ﬁ|es can be added.
2 FASTEST 4 60 4 60 1 3 0 . .
3 SLOWEST 600 86400 3600 600 100 100 0 * PrOﬁleS can be maSS-aSSIgI”IEd and
4 Cellular data 300 900 10 60 3 20 0 pr0ﬁ|e deﬁnltlon |S CUStomlzab|e.
slow
5 Manuf machine 10 300 10 60 5 5 0
Firmware Management _ , _
List of OS and firmware versions [
* Automatic/manual FW download

* Approve versions you want to distribute

+ Add Firmware & Refresh

Showing 1 to 12 of 12 entries

Search:

* Assign individually or use mass action - N Ml
. . . 1 ICROS 6.2.0 v Yes © No
* Keeps device on desired version o
H 3 ICROS 6.5.3 v Yes © No
e For Advantech, Teltonika, CS-Tech
4 ICROS 6.3.0 v Yes © No
5 ICROS 6.3.9 V Yes © No
List of files for firmware ICR OS v6.3.6 [
6 ICROS 6.3.6 Vv Yes © No
7 RutOS 00.07.13.1 © No © No
8 Rutos 00.07.06.3 ONo © No
Name 5 Size o Created o 9 Rutos 00.06.09.4 oNo ono
'SPECTRE-v3-ERT.bin 15,987,120 2026-04-09 22:47:58 12 | CSTech Linux oo Mtic oMo
.
[ Registered Devices [ Mass actlons
.
* Available on Devices table
Type. Model os Version :":':‘::rlng Freshness Actions . . .
= D D D D S e Use with selection/filters
[oackvone ] . .
e e e el g v e * Assign/remove group/label/config
oockione
26Re None. Teltonika router  RUT200 Rutos 0007131 QKD H H i
= * Switch FW version, agent profile

'8 Add to Monitring group || @ Assign Custom Labels | @ Assign System Labels | Assign Confia 7rd
X Remove Horitering Group | X Remove Costom Lavel | % Rero

X Remove Monitoring Group ll X Remove Custom Label [l X Remove System Label @ X Remove Config Profile

ekl < Add to Monitoring group | ® Assign Custom Labels | ® Assign System Labels [l £ Assign Config Profile [ B Assign Fw Version [l B Assign Agent Profile

Advantech specific

* SMS commands
* Configuration profiles

* Mass-manage device configuration

* Editable in XLS, download, upload

Template

Select a Template

Arbitrary SMS

Switch to SIM1

Switch to SIM2

Switch router to online
Switch router to offline
Set binary output to 0

Set binary output to 1

Set 2nd binary output to 0
Set 2nd binary output to 1
Switch to standard CFG profile
Switch to altl CFG profile
Switch to alt2 CFG profile
Switch to alt3 CFG profile
Reboot the device

]
last-release

www.dwarfguard.com

= List of Config Profiles @

) Create From Device ~ i= Create From existing Profile

Showing 1 to 2 of 2 entries
A1d Label

Label

89 Factory wifi

Configuration Profile detail

2 Upload new Profile

[ 0owriond cons ot ] 2 uposs cont e
. el Existing Config Profile
1 ETH.OHCP_POOL ENABLED 0

# xey Value
2 e catewar 121701

1 Em_DHCP OO ENABLED O
3 emeaooR 2172123

2 encomwr 123204
4 emneTasc 255.255.2080

3 enimoo 2472123
s e newoRc 1721700

4 EnonEs 2552552480
& e prmARY DS 1720701

PRs—— 123200
7 NAT_MASQUERADE 3

6 EmH_pRARY DNS 121701
8 NATREMOTE HTTPS 1

7 NATMASQUERADE 0
9 NATREMOTE SNMP 1

8 NATREMOTE TIPS f
10 NAT_REMOTE st 1

5 NAT_REMOTE SiP )
1 eee ENABLED 3

10 NaT_RemoTE ssH 1

DWARF TECHNOLOGIES

www.dwarftech.cz

& Refresh

Search:

Devices

Actions
count

Devices ¢!

@ Assigned devices Jl & Delete

Uploaded Config Profile

Key value

ETH_DHCP_POOL_ENABLED 0

ETH_PRIMARY_ONS 1721701
NAT_MASQUERADE 1
NAT_REMOTE_HTTPS. 1
NAT_REMOTE_SNMP. 1
NAT_REMOTE_SSH o
PPP_ENABLED o

1

MOD_acwarf_ENABLED.
PROFILE

IPSEC2_DOWN #Ubinish # # This script wil be

when Psec tunnel is down.

Page 4
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Data - analyze, customize

Data Change Log [

& Refresh

uuuuu

Changes Tracker

* allows searching for peaks/depths
* e.g. highest reported temperature
* allow comparison on additional metrics

B * e.g. device with highest reboot counter
o || = * helps finding date of value change
"""" * e.g. show changes for Firmware version
e » offers limiting time span of the inspection
DCL (Data Change Log) - Stream, DB and file export

DCL export types have separate
configuration

Stream export goes into FluxDB

* Consumed by Grafana if enabled
DB export into main SQL DB

* Consumed by Changes Tracker
File export possible

Example Grafana dashboards
provided

2.32 miB

15:30

System Settings

= DCL Log Configuration

Log to Database

]
a
g
E
0 3

Custom scripts

» Execute bash scripts on devices

* Map on agent profiles and device types

e Output (numbers, strings) sent to server
* View/search/filter in dev. table + alertable

Device type
Advantech router
OpenWRT box
Teltonika router

CS-Tech gateway

AAAAAAAAAA i

FASTEST

SLOWEST

Cellular data slow

Manuf machine connected

last-release By <

www.dwarfguard.com
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@ sel @ sel
© © ™
© Aic Al
© Roc
© re ©
1.15 mis ©-im © -
© Aoe © A
@ sior Sig
<[> List of Custom scripts [
+ Add Custom Script & Refresh
Showing 1 to 3 of 3 entries
A 1d Description Device Types Agent Profiles
Description | x Any v x |Any vx

1 Test script

2 Manuf machine measurement

Advantech router | CS-Tech gateway

3 CSrandom test

[ Linux box | cs-Tech gateway

Cellular data slow

50 4 | entries per page
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Help

e Compendium
Overview
Dashborard

Devices

Device Configuration

Agents

Firmware

Config Profiles
Agent Profiles

Sw Packages
Changes Tracker
Monitoring Groups
Alerts

Labels

Tunnels

Auth Management

Custom Script
Management

Snmp Gateway

Doc, resources and server

Dwarfguard Resources compendium

Below is a list of various frequently visited topics and links to other resources concerning effec

f you are looking for the Dwarfguard introduction to guide you during first steps of setting up i

How to ... bundled documentation

s, naming, searching

ency of device to server updates

vice or arbitrary numbei

rred over a group of devices over a time period

s configuration

... online video links

Information resources

* In-app help
 available all the time
* covers all main topics/howtos
* further pointers

e Video Guides - DT Youtube ch.

e Administrator's Notes
(for On-Prem, Cloud)
* Troubleshooting

Server install

e Debian Linux 13 or 12 Server / VM / Linux container

Competetive advantages

* Supports multiple device types
* On premise HW req. - see performance « No HW-vendor lock
* depends on number of devices « Additional device types on request
* RAM 512 MiB min, storage 2 GiB min e Custom deve|opment possib|e
* Can run without Internet connectivity * Made by experts with domain knowledge
* Server commandline integration * Quality, stability, performace
* dwarfg_<cmd> commands * We take care of our product
* Proven track of patch releases
Performance tests * 0.7.x, 0.8.x, 1.0.x
« Every Major version * No-EOL guarantee with any support level
- Stability + perf test * Free license upgrade when last allowed
« Test protocol available version becomes EOL
* v1.0.0
* stability test 30k devices
* test results for 30k devices: 1D/ Environment - [Stab-2-2/ C1 @-4-2/::%(:3 [Stab-16-2 C4[Stab-16-2 H1[Stab-4-48 HO
. Devices 1000 3000 10000 30000 30000 3000
* Intel Core-i5 4core 1.7GHz 32G RAM D Emulator threads 2 4 g 16 14 a
Set: Tlme‘/ minutes 120 120 120 120] 120 2880
* CPU 1core load: 63% (16% 4core) o 2 cn e fsec 2 = 2 22 2 2
specs i
« RAM used: 1.5 % emobt 550 o 7an o Ta0.00 0,00 o000 Ta0mna
Pre-test  |Used MiB OS 215 240) 226, 217 608, 790,
*v2.0.0 RSS (VB) 44 g 2 44 7 9
> e T —
° pending (released 2026-04) Post-test  [mamasd RSS (MiB) 57 75) 186 115 395 58
avg load 15 0.07 0.16 051 118 078 0.27]
avg load 15 / cpu core 0.07] 0.08] 0.13] 0.15| 0.10| 0.14]
Longterm compare - since v0.6 T T T N W W T
Real Loop time/sec (1) 215 221 2217 237| 240 225
RAM - RSS MiB_% of previous_KiB per device % of previous_Pushes/sec % of previous Test numbers [Estimated data-pushe| 36000 108000 360000 1080000] _ 1080000] 2592000
g; ‘5‘% i% igg 1‘;3 igg Performed Pushes 34000 99000 320000 930000 930000 2307000
060 = o T00] - o o [Estim. Avg regs/sec 5.00 15.00 50.00) 150.00) 150.00) 15.00)
o ‘ Rough avg regs/sec (3] .66 13.55 44.08 126.48 12522 13.33
H1 193] 100 Data ERR/retries 0| 0 0| 0 31 0)
c1 143] 101 Crashes 0 0 0 0 0 0
c2 175 96 Reboots 0 0 0 0 0 0
0.7.0 - introduced DCL. gi igé ég Results. SLle Log entries 2 0 1 0 1]
Hi | 155] 80 ! ] CEG profile None| Mid-air profile "orofile| 1 Invaiid 10 Mid-air profile
= L - ST E I — o I
080 gg §§Z i%l % increase ggg 29.55] 70.45] 322.73 843.18 706.12) 79.59|
o ca 324 17 Calculations  [MiB per device 0.013] 0.010| 0.014| 0.012] 0.012] 0.013]
HL 237 i RAM utilization % 48.05] 32.81 11.04) 5.30] 1.86) 4.82)
il i & Max safe # of devs 2081 9143 90619 566267] 1616842 62018
1.0.0 - introduced RAM utilization note reasonable| perfect (low)| perfect (low)| perfect (low)| perfect (low)
varied data in emulator ) 250) 105| Summary  |CPU utilization note perfect (low)| perfect (low)| perfect (low)| perfect (low)| perfect (low)| perfect (low)|
erdict PASSE PASSE PASSEl PASSE PASSEl PASSED)
\l//
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