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About a device

Devices are the basis of a 
RMM tool. What types are 
supported? What can be 
done?

Page 2

Organizing devices

Managing one device is fun. 
Managing more is work.
How to effectively organize 
many devices?
How to get notified about 
problem and find the cause 
quickly?
Searching/filtering on 
customized view. 
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Managing devices

Controlling device behavior.
Managing firmware.
Applying mass actions.
Configuration profiles.
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The Dashboard, showing system status and monitoring groups

Dwarfguard is:
• Remote Monitoring and Management software
• High-performing on-premise/cloud solution
• RMM System supporting multiple device types:
   • Advantech Industrial cellular routers (ICR OS)
   • Teltonika industrial cellular routers (RUTOS)
   • CS-Tech gateways (CS-Tech Linux)
   • Linux servers and desktops
   • OpenWRT devices
• Addressing many common use-cases like:
   • Monitoring, visualizing and inspecting device data
   • Tracking changes, identifying extremes/deviations
   • Effective organization of devices
   • Devices firmware management
   • Custom Alerts definition, notification
   • Data export (FluxDB, Grafana)
   • Extensibility by custom scripts
• Open to custom development (new device types, features)
• Tested for up to 60000 devices
• Admin friendly - videos, bundled documentation

Data: view+customize

Analyzing devices data, 
changes, extremes. 
Providing custom data from 
devices supporting alerting, 
searching, filtering?
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Resources

On-premise requirements, 
resources links, 
performance. What makes 
Dwarfguard stand out? 
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https://fossil.dwarftech.cz/mamaswiki/wiki?name=Guides
https://www.dwarfguard.com
https://www.dwarftech.cz
https://www.dwarftech.cz/request-demo
https://www.dwarftech.cz
https://www.dwarfguard.com
https://fossil.dwarftech.cz/mamaswiki/wiki?name=release_200
https://dg.dwarftech.cz/paper


last-release Page 2

www.dwarfguard.com www.dwarftech.cz

About a device

Each device provides its metrics.
Actual values are shown on Device Details

It contains among others:
   • MEM, CPU load, # of running processes
   • voltage, temperature, signal strength
   • uptime, data age class, FW version
   • network interface list
   • access to FW flashing, labels, hostname

Shows aggregated statistics for:

   • Availability, temperature, memory

   • In/Out traffic

   • Signal strength, reboot counter

Allows accessing device through Dwarfguard.
Acess device Web pages or SSH console.

Web and SSH Tunnel

Device details

History data

    

• Agent-based: monitoring and management

      (supported device types)

• SNMP access: monitoring only

   

• Mass-install devices: Automated Agent Deployment

Device modes and types

https://www.dwarftech.cz
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/last-release
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Organizing devices

• Device can be in multiple Monitoring Groups
• Custom alerts per group (or device)
• All groups present on Dashboard, showing 
status and clickable breakdown
• Automatic system group "All devices" for 
alerts over all devices

• Group alerts defined like:
   • Alert when at least X devs
      in group Y match condition
• Easy and fast ID of problem - Dashboard
   • affected group changes color
   • direct link to devices triggering alert
• Past alerts to review
• Notifications on e-mail and slack

• devices overview
   • customizable columns
   • supports text search
      • name, note, DevID
   • supports filter
      • on any selectable column
         • type, group, label, ...
   • supports sorting on
      any numeric metric
   • allows downloading CSV
   • offers mass actions

Monitoring groups

Root-cause identification

Devices table

https://www.dwarftech.cz
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/last-release
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• To control how often does a device
   sends data to the server.
• New profiles can be added.
• Profiles can be mass-assigned and
   profile definition is customizable.

• Automatic/manual FW download
• Approve versions you want to distribute
• Assign individually or use mass action
• Keeps device on desired version
• For Advantech, Teltonika, CS-Tech

   

Managing devices

• Available on Devices table
• Use with selection/filters
• Assign/remove group/label/config
• Switch FW version, agent profile

Agent Profiles

Firmware Management

Mass actions

Advantech specific

• SMS commands
• Configuration profiles
   • Mass-manage device configuration
   • Editable in XLS, download, upload

https://www.dwarftech.cz
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/last-release
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   • allows searching for peaks/depths

      • e.g. highest reported temperature

   • allow comparison on additional metrics

      • e.g. device with highest reboot counter

   • helps finding date of value change

     • e.g. show changes for Firmware version

   • offers limiting time span of the inspection

Changes Tracker

DCL (Data Change Log) - Stream, DB and file export

• DCL export types have separate
   configuration
• Stream export goes into FluxDB
   • Consumed by Grafana if enabled
• DB export into main SQL DB
   • Consumed by Changes Tracker
• File export possible
• Example Grafana dashboards
   provided

Custom scripts

• Execute bash scripts on devices
• Map on agent profiles and device types
• Output (numbers, strings) sent to server
• View/search/filter in dev. table + alertable

Data - analyze, customize

https://www.dwarftech.cz
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/last-release
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• In-app help
   • available all the time
   • covers all main topics/howtos
   • further pointers
• Video Guides  - DT Youtube ch.
• Administrator's Notes 
   (for On-Prem, Cloud)
• Troubleshooting

Doc, resources and server

• Debian Linux 13 or 12 Server / VM / Linux container
• On premise HW req. - see performance
   • depends on number of devices
   • RAM 512 MiB min, storage 2 GiB min
• Can run without Internet connectivity
• Server commandline integration
   • dwarfg_<cmd> commands

• Every Major version
    • Stability + perf test
    • Test protocol available
• v1.0.0
   • stability test 30k devices
   • test results for 30k devices:
   • Intel Core-i5 4core 1.7GHz 32G RAM
      • CPU 1core load: 63% (16% 4core)
      • RAM used: 1.5 %
• v2.0.0
   • pending (released 2026-04)

Information resources

Performance tests

Server install

• Supports multiple device types
   • No HW-vendor lock
   • Additional device types on request
• Custom development possible
• Made by experts with domain knowledge
• Quality, stability, performace
• We take care of our product
   • Proven track of patch releases
      • 0.7.x, 0.8.x, 1.0.x
• No-EOL guarantee with any support level
   • Free license upgrade when last allowed   
      version becomes EOL

Competetive advantages

Longterm compare - since v0.6

https://www.dwarftech.cz
https://www.dwarftech.cz
https://www.dwarfguard.com
https://dg.dwarftech.cz/last-release
https://dg.dwarftech.cz/server
https://dg.dwarftech.cz/troubleshooting
https://www.dwarfguard.com/performance
https://dg.dwarftech.cz/videos
https://www.youtube.com/channel/UCXv9-U_5m6f7lHHzoZUQPsQ
https://www.dwarfguard.com/performance

